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IM2000
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IM2000
RSS/Emall

Hypertext Mall Transport Protocol
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IM2000
RSS/Emall
HTMP
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Stubmaill
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Stubbymail
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Stubbymail

with your hosts

Julian Haight
(Spamcop)
Meng Weng Wong

(SPF)



The opposite
of every great idea
IS another great idea.
Niels Bohr



SMTP push
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SMTP push
Stubbymail pull
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SMTP push
Stubbymail pull
The Web pull



SMTP push
Stubbymail pull
The Web pull
RSS pull



spam Is an
unsubscribe
problem
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omg this blog won t stop
sending me new pPosts
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| keep going to this
website against my will!
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Dear Malling List,

please stop sending me
Stu
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Dear Malling List,
please stop sending me

stu
WRONG!!!
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Please to be putting
power back in the
hands of the user
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djb proposed IM2000
about ten years ago
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It 11
never
work!
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Science
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Sclence
Disprove
Hypothesis
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The Plan:

1. Build It.

2.0h, It doesn t work.
3. FIne, you win.



The Goal:

Meng and Julian can emaill
each other without worrying
about spam lItering.
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Not The Goal:

Convince stubborn grouchy
old-timers to stop using
emaill.
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Not The Goal:
Get everybody In the world

to switch.



Emall will go on.

This Is Just another
thing.



Emall will go on.

Spam couldn t Kill
emaill.
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Emall will go on.

Spam couldn t Kill
email.
NO way we can.
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Sender ISP
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Sender ISP » | Receiver ISP
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Sender ISP >

IM2000 aka RSS/Email aka HTMP aka Stubbymail Meng Weng Wong & Julian Haight - Google Tech Talk - 20060719



Sender ISP >

IM2000 aka RSS/Email aka HTMP aka Stubbymail Meng Weng Wong & Julian Haight - Google Tech Talk - 20060719



Sender ISP » | Receiver ISP
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Sender ISP » | Receiver ISP
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Just IM me
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Just IM me

but!

mobile computing => disconnected
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but!

mobile computing => disconnected

still need asynchronous mode
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Sender ISP
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Sender ISP

Sender ISP = permanently connected host
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Sender ISP
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Sender ISP
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Sender ISP
N ——
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Sender ISP
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Sender ISP
N ——

Ten years ago
Store and forward
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Sender ISP
N ——

Ten years ago
Store and forward

Today
The Web

Blogging
RSS
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Sender ISP
N ——
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‘ Sen.de“SP \

IM2000 aka RSS/Email aka HTMP aka Stubbymail Meng Weng Wong & Julian Haight - Google Tech Talk - 20060719



‘ Sen.deQSP \
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‘ Sen.de“SP \

©

We could solve spam
If only we could shift the burden to the sender
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‘ Sen.de“SP \

We could solve spam
If only we could shift the burden to the sender

e-Postage = $0.00001 per email
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‘ Sen.de“SP \

We could solve spam
If only we could shift the burden to the sender

e-Postage = $0.00001 per email
but what about Africa?
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We could solve spam
If only we could shift the burden to the sender

e-Postage = $0.00001 per email
but what about Africa?

hashcash = make sender burn CPU
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‘ Sen.deQSP \

We could solve spam
If only we could shift the burden to the sender

e-Postage = $0.00001 per email
but what about Africa?

hashcash = make sender burn CPU
but zombies have more CPU than anyone
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‘ Sen.de“SP \

©

We could solve spam
If only we could shift the burden to the sender
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‘ Sen.de“SP \
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‘ Sen.de“SP \

]

SCToa®™®

SMTP = receiver stores

IM2000 aka RSS/Email aka HTMP aka Stubbymail Meng Weng Wong & Julian Haight - Google Tech Talk - 20060719



‘ Sen.de“SP \

P Coa®®

Stubby = sender stores
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‘ Sen.de“SP \

We could solve spam
If only we could shift the burden to the sender

disk + network
done!

Stubby = sender stores
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‘ Sen.deQSP \

©

addresshook
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‘ Sen.de“SP \

©

addresshook

just like ~/.rss/subscribed-blogs
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‘ Sen.deQSP \
/‘ SemeuSP \
@ e
/ ‘ SeadegSP \ ‘; addressbook
© ~8-
/ -6-
Simplest case
©

The receiver is responsible for knowing
who he wants to get mail from.
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‘ Sen.deQSP \
/‘ SemeuSP \
@ =
/ ‘ SegdegSP \ —> addressbook
© /‘ ~ 8-
Simplest case
©

The receiver is responsible for knowing
who he wants to get mail from.
The receiver has to keep polling.
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‘ Sen.dewP \
/‘ SemeuSP \
@ =
/ ‘ Segde“SP \ —> addressbook
© /‘ ~ 8-
Simplest case
©

The receiver is responsible for knowing
who he wants to get mail from.
The receiver has to keep polling.

But polling isine cient! Lag!
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! o
‘ Sender ISP \ » | Receiver ISP
/ ‘ X"l \
/ ‘ Seaeh \
@/‘ Z8C
_©_
@ Simplest case + UDP noti cations

©

addresshook

Senders notify receivers with UDP.
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! o
‘ Sender ISP \ » | Receiver ISP
/ ‘ X"l \
/ ‘ Seaeh \
@/‘ Z8C
_©_
@ Simplest case + UDP noti cations

©

addresshook

Senders notify receivers with UDP.
Come and get it, big boy!
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! o
‘ Sender ISP \ » | Receiver ISP
/ ‘ X \
/ ‘ g \
@/‘ Z8C
_©_
@ Simplest case + UDP noti cations

©

addresshook

Senders notify receivers with UDP.
Come and get it, big boy!

mail from: senderl@sender-isp.com
rcpt to: receiverl@receiver-isp.com
url: http://sender-isp.com/senderl/receiverl/
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Sender ISP

>

/LSenderlSPJ /
© / — ©

LSen_derI_SP J addrfseib_ook

@/ -9~
_©_
Simplest case + UDP noti cations

Recelver ISP

Senders notify receivers with UDP.
Come and get it, big boy!

mail from: senderl@sender-isp.com
rcpt to: receiverl@receiver-isp.com
url: http://sender-isp.com/senderl/receiverl/
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)
Sen.deQSP Receiver ISP
/ ‘ X \
/ ‘ g’ 3 \
4
_©_
@ Simplest case + UDP noti cations

©

addresshook

Senders notify receivers with UDP.
Come and get it, big boy!

mail from: senderl@sender-isp.com
rcpt to: receiverl@receiver-isp.com
url: http://sender-isp.com/senderl/receiverl/
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XX
‘ Sen.deQSP \ Recelver ISP
/ ‘ " \
@ @ on disk @
‘ Sen.dewP \ addressbook
_©_
@/ -9~
_©_
@ Simplest case + UDP noti cations

® InDB
VS

Senders notify receivers with UDP.
Come and get it, big boy!

mail from: senderl@sender-isp.com
rcpt to: receiverl@receiver-isp.com
url: http://sender-isp.com/senderl/receiverl/
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Sender ISP Recelver ISP

/ \
LSender ISP J in DB )
— - VS \

@ on disk @
LSender ISP J addressbook

@/‘ &

_©_
@ Simplest case + UDP noti cations

Senders notify receivers with UDP.
Come and get it, big boy!

mail from: senderl@sender-isp.com
rcpt to: receiverl@receiver-isp.com
url: http://sender-isp.com/senderl/receiverl/
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LSender ISP J

LSender ISP J
/ LSender ISP J > addressbook
— - >
@/‘ &
_©_
Simplest case + UDP noti cations

@ Senders notify receivers with UDP.
Come and get it, big boy!

mail from: senderl@sender-isp.com
rcpt to: receiverl@receiver-isp.com
url: http://sender-isp.com/senderl/receiverl/
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LSender ISP J
LSender ISP J

/‘LSenderISPJ ‘> addressbook
— } -0-

@/ -9~
_©_
Simplest case + UDP noti cations

@ The receiver is responsible for knowing
who he wants to get mail from.
The receiver has to keep polling.
But polling isine cient! Lag!
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LSender ISP J » | Receiver ISP

J

@/ -9~
_©_
Simplest case + UDP noti cations

@ The receiver is responsible for knowing
who he wants to get mail from.
The receiver has to keep polling.
But polling isine cient! Lag!

LSender ISP
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Sender ISP J » | Receiver ISP

/(o

/ LSender ISP J > addressbook
> -0~
@/ -9~
_©_
Simplest case + UDP noti cations

The receiver is responsible for knowing
who he wants to get mail from.

TIAI\ AAAAAAAAA Iﬂﬂﬂ +f\ II’\I\“ Iﬂ’\ll |7 W |
111G 1TUULIVUIL TTAUWO LUV I\CCH |~JUIIII IH
uUtL '.JUIIIIIH 1olliIc VILCIIL. Luy:
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LSender ISP J » | Receiver ISP

addressbook

©

Simplest case + UDP noti cations
The receiver is responsible for knowing
who he wants to get mail from.

©
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LSender ISP J » | Receiver ISP

addressbook

©

Simplest case + UDP noti cations
The First Contact Problem.

©
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LSender ISP J » | Receiver ISP

addressbook

©

Simplest case + UDP noti cations
The First Contact Problem.
1) Punt!

©
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LSender ISP J » | Receiver ISP

addressbook

©

Simplest case + UDP noti cations
The First Contact Problem.

1) Punt!

Out-of-band, Not Our Problem.

©
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LSender ISP J » | Receiver ISP

addressbook

©

Simplest case + UDP noti cations

The First Contact Problem.

1) Punt!

Out-of-band, Not Our Problem.

Maybe: when | give you my business card

It means heres my email address, please
fetch mail from me.

©
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LSender ISP J » | Receiver ISP

addressbook

©

Simplest case + UDP noti cations
The First Contact Problem.

1) Punt!

2)

©
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LSender ISP J » | Receiver ISP

addressbook

111
©O0
111

Simplest case + UDP noti cations

The First Contact Problem.

1) Punt!

2) Senders keep notifying a receiver until
the message is retrieved.

©
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LSender ISP J » | Receiver ISP

addressbook

©

Simplest case + UDP noti cations

The First Contact Problem.

1) Punt!

2) Senders keep notifying a receiver until
the message is retrieved.

Receivers must respect noti cations from
out-of-addressbook senders.

©
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LSender ISP J » | Receiver ISP

addressbook

©

Simplest case + UDP noti cations

The First Contact Problem.

1) Punt!

2) Senders keep notifying a receiver until
the message is retrieved.

Receivers must respect noti cations from
out-of-addressbook senders.

This brings back the spam problem!

©
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LSender ISP J » | Receiver ISP

addressbook

111
©O0
111

Simplest case + UDP noti cations

The First Contact Problem.

1) Punt!

2) Senders keep notifying a receiver until
the message is retrieved.

Receivers must respect noti cations from
out-of-addressbook senders.

This brings back the spam problem!
Easier to Iter by reputation of sender.

©
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LSender ISP J » | Receiver ISP

addressbook

©

Simplest case + UDP noti cations
The First Contact Problem.

1) Punt!

Out-of-band, Not Our Problem.

©

IM2000 aka RSS/Email aka HTMP aka Stubbymail Meng Weng Wong & Julian Haight - Google Tech Talk - 20060719



LSender ISP J » | Receiver ISP

addressbook

111
©O0
111

Simplest case + UDP noti cations

The First Contact Problem.

1) Punt!

Out-of-band, Not Our Problem.

2) Traditional email could be an out-of-
band mechanism.

©
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LSender ISP J » | Receiver ISP

addressbook

©

Simplest case + UDP noti cations
The First Contact Problem.
How do you solve First Contact in IM?

©
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LSender ISP J » | Receiver ISP

addressbook

©

Simplest case + UDP noti cations

The First Contact Problem.

How do you solve First Contact in IM?

Di erent expectations fordi erent media.

©
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LSender ISP J » | Receiver ISP

addressbook

111
©O0
111

Simplest case + UDP noti cations

The First Contact Problem.

How do you solve First Contact in IM?

Di erent expectations fordi erent media.
Email is the medium of least reserve.

©
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LSender ISP J » | Receiver ISP

addressbook

©

Simplest case + UDP noti cations

The First Contact Problem.

How do you solve First Contact in IM?

Di erent expectations fordi erent media.
Email is the medium of least reserve.

Also now the medium of least con dence.

©
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LSender ISP J » | Receiver ISP

© The Goal:

Meng and Julian can emaill

each other without worrying addrESébfok
© about spam Itering. -6-

Simplest case + UDP noti cations

The First Contact Problem.

How do you solve First Contact in IM?

DI erent expectations for di erent media.
Email is the medium of least reserve.

Also now the medium of least con dence.

©
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LSender ISP J » | Receiver ISP

© The Goal:
Meng and Julian can emaill
each other without worrying addresshook
about spam lItering. —o-

©

Simplest case + UDP noti cations

The First Contact Problem.

How do you solve First Contact in IM?

DI erent expectations for di erent media.
Email is the medium of least reserve.

Also now the medium of least con dence.
Shrug.

©
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The Goal:

Meng and Julian can emaill
each other without worrying
about spam Itering.
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Sender ISP » | Receiver ISP

© The Goal: ©
Meng and Julian can email
each other without worrying
about spam Itering.

SHOW ME THE CODE!
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Sender ISP » | Receiver ISP

© The Goal: ©
Meng and Julian can emaill
each other without worrying
about spam Itering.

SHOW ME THE CODE!
Lets do ademo.
Julian sends mail.
Meng retrieves It.
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Simplest Possible Implementation

Sender ISP » | Receiver ISP

© ©

addressbook
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Simplest Possible Implementation

Sender ISP » | Receiver ISP

© ©

addressbook
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Simplest Possible Implementation

Sender ISP

© ©

addressbook

IM2000 aka RSS/Email aka HTMP aka Stubbymail Meng Weng Wong & Julian Haight - Google Tech Talk - 20060719



Simplest Possible Implementation

Sender ISP

© ©

addressbook

Our Problem Somebody Else s Problem
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Simplest Possible Implementation

Sender ISP

© ©

addressbook

Our Problem Out of Scope
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Simplest Possible Implementation

Sender ISP

© ©

addressbook
_©_
_©_
_©_
Our Problem Out of Scope
given an outbox URL, retrieve where is the outbox URL kept?
messages where did the outbox URL

come from?
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Simplest Possible Implementation

Sender ISP

© ©

addressbook

Our Problem

given an outbox URL, retrieve
messages

Out of Scope

where is the outbox URL kept?
where did the outbox URL
come from?

how did the message get into
the outbox?
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Simplest Possible Implementation

Sender ISP

@ What does message retrieval look like? @
HTTP GET /S/R/message-list > yyyymmdd addresshook
_©_
_©_
_©_

Our Problem

given an outbox URL, retrieve
messages

Out of Scope

where is the outbox URL kept?
where did the outbox URL
come from?

how did the message get into
the outbox?
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Simplest Possible Implementation

Sender ISP

@ Step 1. @
HTTP GET /S/R/message-list > yyyymmdd addressbook

Our Problem

given an outbox URL, retrieve
messages

Out of Scope

where is the outbox URL kept?
where did the outbox URL
come from?

how did the message get into
the outbox?
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Simplest Possible Implementation

Sender ISP

©  stepl ©
HTTP GET_/S/R/message-Ilst > yyyymrr_1dd addressbook
response is PGP encrypted to the receiver

Our Problem

given an outbox URL, retrieve
messages

Out of Scope
where is the outbox URL kept?
where did the outbox URL
come from?
how did the message get into
the outbox?
how does the sender server
know the receiver s PGP key?
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Simplest Possible Implementation

Sender ISP

@ Step 1. @

HTTP GET /S/R/message-list > yyyymmdd

response Is PGP encrypted to the receiver addrfsiib_ook
yes, there are new messages for you Q-
_©_
Our Problem Out of Scope

given an outbox URL, retrieve

where is the outbox URL kept?
messages

where did the outbox URL
come from?

how did the message get into
the outbox?

how does the sender server
know the receiver s PGP key?

IM2000 aka RSS/Email aka HTMP aka Stubbymail Meng Weng Wong & Julian Haight - Google Tech Talk - 20060719



Simplest Possible Implementation

Sender ISP

@ Step 2: @

HTTP GET /S/R/messagelD addressbook
message Is PGP encrypted to the receiver

Our Problem

given an outbox URL, retrieve
messages

Out of Scope
where is the outbox URL kept?
where did the outbox URL
come from?
Core how did the message get into
the outbox?
how does the sender server
know the receiver s PGP key?
aren t you reinventing SSL?

HTTP GET
Full Crypto
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Simplest Possible Implementation

Sender ISP

@ Step 2: @

HTTP GET /S/R/messagelD

message Is PGP encrypted to the receiver addrfsiib_ook
some receiver-side agent decrypts the mail Q-
_©_
Our Problem Out of Scope

given an outbox URL, retrieve

where is the outbox URL kept?
messages

where did the outbox URL
come from?

Core how did the message get into
the outbox?

how does the sender server
know the receiver s PGP key?
aren t you reinventing SSL?
who decrypts the message?

HTTP GET
Full Crypto
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Simplest Possible Implementation

Sender ISP

@ Step 2: @

HTTP GET /S/R/messagelD

message Is PGP encrypted to the receiver addrfsiib_ook
some receiver-side agent decrypts the mail Q-
— @ —
Our Problem Out of Scope
given an outbox URL, retrieve where did the outbox URL
messages come from?
how did the message get into
Core the outbox?

HTTP GET how does the sender server

know the receiver s PGP key?
aren t you reinventing SSL?
who decrypts the message?

Full Crypto
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